&t Mational Online Safety we believe in empowering parests, carers and trusted adults with the information they need to hold an informed conversation about oaline safety with thew children, should they
feul it s newded, This guide focuses en ane platiorm of many which we beliews trusted adults should be aware of Pleass visit www nationalonlinesafety.com for further guides, hints and tips for adults.

o 1 L WAYS TOBE ®,
- KIND ONLINE

Showing kindness online can mean so much to someone else, It is a choice we can all make that helps others, puts
people’s needs before our own and which can generate feelings of empathy and compassion. Small gestures can have a
large impact and often one act of kindness can lead to more, making the world a happier and more positive place. That's
why we've created this guide to suggest a few simple ‘acts of kindness online’ that can benefit people’s mental health,
support their wellbeing and encourage a more positive approach to engaging online.
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= If somebody you know has done something good ar
pOSITIVE . shown kindness themselves, thank them for it It costs
. nathing and showing them that you appreciate it
: means 5o musch.
2 Sometimes a friend or family member might post a
[ Nol-4 R question online or ask for help with something they

can't do thamsalves. if you know the answer or are 4. SHARE FUNNY VIDEOS OR IMAGES

; bl to offer help, provide support and seind &
Post abaut things that i ik i
make you hapgy and W‘W"ﬂu:ﬁzﬂ'}"t may be “2'5:0' you \\IITH FRIENDS & FAM ”-‘(
thl?‘:ﬂd’i:m::thr my wfil L We often come across funny videes or
) P images online that make us laugh and

Iameant CHe's duy. then we move on. if you r‘nundutf\mn:.r
your Friends and family might too.
It could help someone smile whao

may be having a bad day.

i. LIKE, LOVE & CELEBRATE
i somebody posts something that you like nn
scimdslatoriaaisseskis . ¢ VIDEO CALL YOUR YOURE THNKNG
FRIENDS & FAMILY [FE it
8. SHARE posn’wE POSTS It can be easy to be consumed by daily routine. (gl We con®t shvrays el o pacpleare g

i : e o Using apps like Zoom, FaceTime or WhatsApp
I you see something online that inspires you, share it with art griat for connecting with others far away and shows online and just dropping semebody a messy
peaple you know. An Inspirational quaote, a baawtiful photo youre thinking of them even though you can't physically to asl if they're ok or that you're thinking of
or a motivational video can (it spirits, improve self-esteem et tham in person therm could literally make thedr day.
and help make people feel better about themsebres,

11. BE COMPASSIONATE
& UNDERSTANDING

9. HOST AN
ONLINE QUIZ

Sormetimes thinking before you act can be olhers situation s
Jusst as significant as acting in the first place. Showing often an act of kindness and selflessness that gets
Wideo conferendng apps ane a great way to thought before you comment could stop you pesting overtooked. If you nolice someane who i upset, drop
(get friends and family togather. If you know  + N therm a message and offer to isten.

somosne wha is fealing lonely, host an better to post pasitively or post nothing at all e

online quiz and invite them to join in. it

coubd really cheer them up.

12. CONNECT FRIENDS & FAMILY @ @ 13. RECOMMEND SOMETHING

WITH SIMILAR INTERESTS YOU ENJOY DOING TO OTHERS

5 H you enjoy doing something online, such as playing a
Ynu_nmy knowy two people amongst ywrl'ncnrl_« and game, or if you've found a great leaming resource, share it
farnily who you trust and know well who have similar | with others. Even if you've watched a good film, letting
interests and likes. Introducing them can be a great way for .« others know can be an act of genenosity that brings them
them to make new friends but remember to ahways ask exciterment or pleasure at 4 time when they might nesd it
theéir pefimigsion first the most.

14. PRAISE OTHERS FOR
deel our expert ., THEIR ACHIEVEMENTS

Somaetimaes your friends o family might
post something online that they're

proud to have dona, 1t might be an

woiam thiey've passed, karming a new

shill or pust completing & task. Eithar way,
It's abways kind to recognise hard work
and effort through praise and celebration.
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beings; it's a natural human i
want to belang and join in. Viral Challenges (as th
theuemwwand. as the name suggests, splead and her r.e vel
rapidly. New challenges are constantly emergin
completely innocent, raising awareness of wol

>

amusement. H

owever,
children at risk of physical harm or,

|parents, carers and trusted adults with the
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Intoday's dighitally connected world, children and adults are mns-m‘la‘

new ways to engage, react and contribute. We're social

audiences, to

ey're oi’tznimwn} draw on

y nusesor gnply providing

they can have much more sinister undertones,

in extreme cases, fatal injury.

What parens need fo know abouf

Az well as having the potential to cause actual
physical hasm, some challenges can be extremely
upsatting for children, Many are created with the

sole purpose of instilling fear in an individual in
ardar to coarce tham into doing things that could
have a long-term emotional effect on them.

VARYING
m "

As & pacent or carer, it’s important to take a balanced
view and d that not ever a5
‘S potential o de harms, Mas-fallowing and
interaction can be a force for good. For example, the
lee Bucket Challange, which swept the nation, set out
to raise money and awareness of Amyotrophic Lateral
Selerasis (ALS). At its height, sver 28 million peaple
uploaded, commented on, or liked lce Bu(h."t

Challenge related posts on Facebook. It's eq)
Important to ba awara thaugh that onling clu.llrmg.n
often have a darker side. Maliciouws trends and
challenges can expose children to dangerous or even
life-threatening situations, so it's critical that parents
and carers are aware of the latest risks and
undarstand what steps fo take to mitigate them.

The ‘Fear of Missing Out” [FOMO| is a strong
emotional characteristic, particularly displayed in
young people. The nature of viral challenges
ancourages childran to explore and push boundaries,
They tap into FOMO by feeding on a child's natural
desire 1o join in, be accepted and share experiences
with their friends and the wider online community. &
recent stiidy alio found that FOMO i3 e ot the
greatest causes of Soclal Mediaaddiction.

National
Online
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STRIVING FOR
LIKES

In a major study by the Children’s Commissioner, it
was found that children as young as ten years old
are reliant on ‘Likes’ for their sense of self-worth. &
major concern ancund viral challenges is not
knowing how far children will go to sarn 'Likes
Couple this growing appetite for acceptance with
commonplace peer pressure and the potential
problem is compounded. The result is that when
young people are drawn into online challenges,
bacausa it is what all their friends are doing, saying
‘no’ ean seem like & very hard thing to do.

“IF | got 150 likes, I'd be like that's pretty
ﬁml it means they like you"
Aaron, 11, Year 7

© /% Top Tips for Parents (®

COMMUNICATION &
MONITORING

s and
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SETTING UP EFFECTIVE
PARENTAL CONTROLS

A with all online activity, ensuring you have effective
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VALIDATE SOURCES
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or online that's

THINK BEFORE ACTING

i lifie, Bt

your
child’s devices,

mmummm“mumhmu
eye on the
content they're sharing.

REPORTING &BLOCKING

prevail
whm n:muhwﬂchalenges. Young peaple need
the freedom and s p.lu explore and going in al guns

Iy go so far iing
lehmﬂmﬁnrlulnﬂgdm‘llngﬂ

hwtamo‘ﬂlﬁ:rud\ullhhg. both ondine and
offline, by getting the facts and understanding the
rigks, Starta

content dam
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monitor what yo!

any clues Y

FACING REALITY

Trends and children

totake part in: no mattor how dangarous of scary thay
ey seem.. A:Ip-uﬂto(umllunbldﬁultmhq)
puem:".- ¥

crazes, including the ‘Bird Box” chall
Mhuplnd by m%lrw‘:rﬁh
lowers to upload videos of themselves attempting
tasks while blindfolded, The best advice Is ®
koop talking to your child. Show that your taking an
iinterest and nat just: . Ensure your child knows they
dm‘ﬂnwwntl and If thay'ra unsure, let them

&, which was

W
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should take the ti
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participating.
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them abwut their mrlma. wpmﬂnm and, if

required, help them find sdditional suppert.
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QESTRIC
Facebook Messenger is a and ehat leation which is part of the wider Facebook platform y
and has been a standalone app on mobile devices since 2011. Through Messenger, users can exchange
messages and send photos, videos, stickers, gifs, audio files and play gam allows both one-te-ane
cony ns and group chats, has a ‘stories’ feature and provides the ability to set up a video call session
with up to 50 people at a time through its latest update, Messenger Rooms. That's why we've created this
guide to help parents and carers understand exactly what Facebook Messenger is all about.

What parents need to know abou

~FACEBOOK
MESSENGER

3 SECRET CONVERSATIONS

Wullwmdmln :annutm creating a Massenger has a function called “Sacrat
Facnhml.rlsdf adesktop of isa Conversations’ which means that your child
separate app on mabike pmnnm: mm- in

can have encrypted end-to-end
My w.wsw ather messagng platf: h another user, Undike
added hiw]uudhnnqahbhn repa Facabook an ular chat an . thosa massagos can
mumauiumd»u_n,mdh; mr.h.pmﬁhsmmd‘mmdmmuqdunlumm :i,bnim-d the device being used and are not
just stanclard text mes . i3 ) ENCOL and encoursge than o engae in comeration, tramrenedma wchere else where Messenger is logged in.
hiildren o mu\emenmupp Mﬂu;?p:‘wqe. . " m' g
i

a
sﬂumhun“(m il:lllbﬂh!wn This maans your chald could

age in a private converzation with someone,
mwwmamummmrmmwuuam
Previous messages,

OVERSHARING
PERSONAL INFORMATION

can be an sy way for hkdren to
MISN[E&;:IINM fosraatian with

o Msssenger s TARGETED ADS & DATA SCRAPING

pla aranted
e e R ST Facebook uses sigorthm o undsestand homw users infaract
mmmsmme&mmmmmbﬁ writh their platform & what inberested in.
rrber and sven thae ourrent lacation atha Messenger is not immune to this, and data shared - even
- ] = batween your Md’if::mda anhmwurﬂdﬂdm
writh advertisem around topics
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SHARE THEIR
MESSENGER ACCOUNT
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EXPLAIN THE DANGERS

Meet our expert

Alex Wright is a former Facebook employes and .-‘
social media expert with over 15 years’

experiance working in digital media. He has |
worked with soma of the biggest arganisations

in the world and has a wealth of knowledge in
understanding how sodial madia platforms work
andd how they engage their sudience.
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What parenfs need to know about,
N .. GRANDTHEFT © o
ofa- AUTO (GTA)

Grandl'heﬁ.hmlnnm—am

plammn nldel' to complete misshons
g a““ leﬁsthrw-ﬂllhe Mwheﬁywﬁﬂwwmh
sﬂlenoB ﬂgmlsshmmxgmp Howwef.aame
troduce a
E EFE narrative to each edition of t ohhe me. The i||'|l nﬂhbmi Inlncmase user

nt, malkil mars belisve that they were not j
auto T e S
accessible on a number of devices induding: PlayStation and Xbasx,

computars, PSF Nintendo DS, and Mobils,

Top Tips for Parents

THERISK-PLAYINGWITH | é
Wyt TR S v accagatn THERISK - ONLINE HACKERS

Grand Theft Auto Online, a version of the game that e g ettt de el E Tt
allows players to play online, They can play alone, I the game. They can do a number of inappropriaste
Imwita playars to a gama, ar ba invalved in public H things, mrludmg [l |||m_| opbe, stealing weapons,

o A e TS T G
en you first load into.a game you are
a..mm:ycanl rdlpted ol il by, etk ing you s s - gamers most ﬁ;:puldr Thelce, being abile to buy
Dlay with fardom 1 peaple. The sodial chul is GTA' very Fy chudes $100,000,000,000 [of in-game urrency) for as itte
own social plat ere users can bet money, share as five US dollars
me photagraphs (which users can lilke an
commment o), and Even message Gther users directly.

it e
\‘\ [EJ[ JJU] P-HI\ carn (J“ Actively monitor your child's online activity. These

To prevent your child playing with strangers on the websites are very easy to find, meaning children and
Fihad g you ean change the settings to —  thoy only e i "’ edgrballid ] Rigually, young peaple can exsily navigats ther way to these
piay with thais approved friends list. Upon signing up m weeshites and anf ackers. Not only is 1
- b it antnmatucallnnuhp ayer illegal activity, but you have the risk of giving your
vizibility sattings o everyona: meaning their nama ersonal information to someans wha may misuse it.
i e B ch Tt e Taa e RN £ Fasnmin Ea ""‘“"“" P '

alter this by chmglnqthz muhu lity settings to‘only
. r L

\ﬂ."hrl PFH'!:[]I.\; can do

s ™) 'S

THERISK - ADDICTION THERISK -

Addiction s a risk with any game. Game davelopars THERISK - qu CHAT MICROTRANSACTIONS

use persuasive design tec mq:uumlun-uursm : missians in certain
inwest their time, and often maney, in a ?HME 'ﬁ“"“ u:h::, ;ﬂﬁ:&“ﬂ;m‘: m,“u"“ ,U,m" mﬂfllnesveuearn in- gme:umn:j’.Tﬂsalmswu
lii'i'\.‘:‘nur(hva(l.er: abile Ie BnL ress througl m. DM“S.%W;LTN *?““"ﬂﬁ.’f;'"“.:'ﬁ ‘hﬁs w:umnnlnmmﬁa‘: mpa
Frmt aricours i o ChNc i e ks ey st o it by bt ey HOWEVer, tve bams ENBE Sre SVEILADI 80 DUy oHEn
sl !m e e heaith mww?:r:::;l[‘bu hug;““dlu Suil havea hlnnﬁ(elnntmrnlelofoam“:lgm.
Indudng sh tie 7 .

ity u
span and erratic nmnlr.mal behaviour.

Wha, parenfs can do
There are a number of things you can do if you are ha your child to make payments in
concerned about your child’ menume In(luolng ﬁm:;:;;m,;r“ i 'm“kd' "‘nle::mo“m & g, b':ﬁ’wlnl ta limit spending, ':-:m g;t
unkgdm-llmlu wnhln the homa, especlally during “", dmrl =iplatform, ".‘,,,.,mg,q ways to mute purchasing a grwuq«n card form(nild
times and b-dtmu_'ralh to your child el thmicgl bbb ol ot il L e Iy N R L e Ml AR
and ask why they uch time on the devicerelpiatfornss Indiial settings snd enture allow you to limit how much your child spends and
game, an m«age eillh allernatlvessuch as that your (hllﬂknomhowtobln(l?md Peport, removes the need for a eredit or debit card to be used
outdaar activitles and spending quality time with ¥ i with their account.
iends and family.

\, s\

Wi 1af, Pm'(:rﬁ;; carn do Whu[ I’Ju]‘ﬁn{s can do

Talk mnw with vwrn(rrlld;boul not 1\4"5 away I you m"‘:‘,:f'"l W;"“'"d - m'“'mr"”“‘

tle/tt2 103188/ parentalguide
wk/gaming/news/grand-thefi-auto-v-has-made-money-film-history/
jon.ca/addiction-to-video-games. htm
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INSTAGRAM

Instagram is 3 hugely populas soci
accessibile on 105 and Androl

ampewaring par m.nnu-«mummn--mmnm:amnmmummnmmunmeunnmum
Tasl it bs nsadded. This guide fucuses on ome platorms of many which we belisve traried sdubis should be awars of. Please vt www.

ST,

T

natworking apg with over 1 billion users worldwie. Tha app, which i
and wideas to their feed, create interactive

‘stories; aachange privats messages or search, oxplau an.u mllnw other accounts thay lils, Imagas and videos can
be transformed with an array of filters to edit the shot before sharing and anyone with an account can see others’
enline'gallesias’ if thelr account is rot private, To make posts easier to Aind, users can include searchable hashiags

and captions to their uploads. That's why we've creatad this guids to help parents and carers undarstand ety Q

IAeny cocial media platforms, instagram incduded, have

detignad in 4 way o keep us engaged or lhen-f--.l.n.;..

poasible. Behaviounsl sconamist, Nir Eyal, calls this the Hook

Wiocl=l andl the Instagram feed is 3 ﬁate«anpﬂed'\hm

O\Idrm and adults may fired themes s::w‘ﬁjw try anel
o . ictive and

|ln-| [ wervtil ghibdeen f

theery are Im.clanv quickly losing track of nme:u they get

daepaer inte thei Instagram feed.
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Diirect messages [or DRIS) on Int

POSTS, Inages. woice messiges and calls between
anch athar pervately :nr-upmowu Fuen f yous

child's sccount is set 1o ha:ﬂu ]

Fl:h-epvwnu not

what Instagram is abost.

Im & report by the RSPH, Ing .4F|1ln wat ranked the
waril for youung people's menta) Iesalth. Wsing filbers on
8 o

and u!ﬂ!l fesd] cfnldeq»ely Children may sirtve
more likes' by using realistically edited phatos.
n.s,ngmwuelwugmu athe
might threaten their confidence or sel b, In garky
018, Instagram barived images of self- e
suicid e, ﬁvllwlnp the suicide of 14-yanr oldl\lﬂllz
Russell, whe had reportedly been laaking st el
sierial |atfarm. The
ta In(lur.lecb'lum! Cartoons and memes.

wwmimhnn::nilm usars b connact iith
5
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& measage.

L& INFLUENCER CULTURE * .
Inflisenaens are sofEtines pald thousands of pounds to
wmmammwmmuﬁmnnml
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o Incagtarn ot e s vt ot

SR -ArprieTs IR

IMPACT ONWELLBEING

L,
g

EXPOSINGLOCATION =®

Public logation: can be added to & user's photowvideos
ard alse 16 their aries. While this may seerm ke » gecsd
iclea o the tima,
This |s particulsrty more o it
i el e, A phots wh ndmarks i the area,
hause and even
o uploaded to
ram can expose the child’s location, making it sasy
to [ecate tham. if their accow

ks
‘accans their scoount and see ihair lo<abion
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Hashitags sre an integeal part of how Instagram works, but
they can come with risks. One Imlsnr Y LISE @ Sl
Innocent hashtag with ong particular in mind, and
before you know it hundreds of peopla u:xd be using the
Samie |wa|:wimma| rapeate af dangeras

your chikd ;mumnm exposed to.

O aam O

Imstagram TV IGTV) werks seilar to YouTule. Users can
wach videas fram Favounts acoouns an the plitform or
crante Ehaer onm charnaed and post thair e videes, 17
g Ty
dumlllﬂddwll'thl\nmbehnd.\wrﬂ'\d parson o
Fallow an socourt and watdh their videos, In 2018

%, hinis and bps for aduhis.

pebcagisnel am remeved ton of 15 TU costant
Instagram w" : featured sexuslly suggestive imagery of children. As
e fashure sy ncnurage spending moee tre using the
R, it's nwmnwvﬁunq mw-«mmhi«nm shep
oF sducktion bel

el Mnhn of Iﬂmw .gﬂ'.
malkong protoiides i actually an
= tho g operstes i At
Fayments, which

L f 0 ] state that If you are under the age of 18,
mﬁw‘!m&n:waﬂnmﬂnﬂ}'m iy s
\ FLw parent or guardiar. ¥
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FILTER INAPPROPRIATE COMMENTS

wrmy personal
wa ctraamns. Talk

Y ....C,-‘.m‘ o g C ‘' becl o DON'T FORGET TO BE VIGILANT & TALK TO
poopls thay follew, oF R0 o0 8¢ 3 ; atyerol I YOUR CHILD ABOUT THEIR ONLINE ACTIVITIES!
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ﬂimlmlnlubﬂwinm jparents, carers and trusted adults with the information need to hold an informed
children, should they feel it lsners.hd. e

¥ TiI(quis ag

‘funny an

‘was

lobal video community where users create, share and discover

memorable moments' via short video clips - typically about 15
seconds long. Videos can be spiced up’ with special effect filters, stickers,
music and sound clirs. Currently one of the world's most popular apps,
TikTok was formerly

Chinese company ByteDance that acquired it in November 2017, If wur child
had previously had a Muslml ly account, all of their videos and per:

settlnﬁs will have automaticall ! een moved

it with a record $5.7m (£4.

conversation about online safety with
This guide focuses on one rmany which we believe trusted adults should be aware ol. Please visit

platform of
linesafaty.com for further m hints and tips for adults.

Pubsish date: 10/10/18
Edit dlate: 06/03/19

‘__b
nown as Musical.ly, before it was rebranded by the

to TikTok. In early 2019 TI(Tok
.2m) fine in the US over child data privacy

concerns for its record keeping while under the Musical.ly brand.

Wha[ parenfs need fo know abou[

By dafault,

sot to
public when nqimcrm- an account. TikTok
encourages users 1o share creative nmmn
through their videos, but i posted publicly, anyone
in th d 4

IKTOK

INAPPROPRIATE
CONTENT INFLUENCED

Mare than one third of children aged 8-17
consider ‘social media stars’ to be among their
role models, There are millions of creators on
Tﬂshk,dmsln th Is moments and

TikTok lats users lip-sync to their favourite songs
and produce their own music videos. Some of
the music chelces contain swear words or sexual

themes: Sa not only can children be expased ta.

Thars have alln’:::n cencemns the Chiness
government could access data or sway public
eplnlen thraugh the app, ll your (hlll'l prafile is

lly inappropriate content but they can
Emaﬂunthmnﬁu miming ar singing thase
Iyries. In addition to this, same of the sutfits and
MER MoVes hﬂdm(mhmﬂlv sawual and

fram g to stunts and
comady skits, which raceive ﬁmﬂnds of likas and
comments from araund the world, quickly turning
I_“DJW!II Intg*slalrr,TMml; the danger that

uset

rour mlld's videss, Whils |hla e lamm sinister, it

gives potential predators the ability to contact your
child through the platform.

N-APP PURCHASES

As with many apps, there's a paid elemant to
TikTok, Users can buy virtwal coins to be exchanged
for virtual gifts - for axamgple, if thay lika a 5
wvidea, your child can use coins to plrchase e
o show approval, These can be expensive an
sasil ed - thers is tha option to buy 10,000

o hﬁ'il{ﬁllldberl(lhd behave on the app in
urd v to bacama the next ‘star’ They may hm

Become swayed by certain opinions. On l'IItTnlt,
‘there are always ‘trending challenges’ and
huhugs that users can copy or bui build upan.

isles to

samme users slurinp cBREErRing content, such as
vidoos thl.tpmnmo anorexia, porn, self-harm
and viclence,

National
Online
Safety’

¥
coins for £99.99 with a one-click buy button, J

ips for Parents J %% §

DISCUSSTHE PITFALLS
OF OVERSHARING

Encosrage your child to always think befare they da, say,
ik oF past anything anlne. Explain that thair digital
footprint shapes their anline reputation and the way that
other people see them. Something they may find funny and

Entertaining now may impact them in tke futre, Talka
o o daal with peer pressure snd how daing somathing
they think will impress others could affect them. Remind
them that they do nat have ta do anything they sre not
camfortable with. Ta eniure that thenes ne way of anyane
rrw:mﬁ your child's bocation or identity, make it clear to
them that they should mever film a video in their school
wniform ar near o Lancimark that gives sy where they live.

HANDLING CRITICISM

While it's fastastic b see your child baing eraative and
sxpressive and bonding with pecple with similar
interests, they need to be aware that not everyone will be
supportive online, Comments can be negative areven
erusl Mako susa your child knaws how te comenant
respactiully and hamdie negative feedback. in the app's
Privacy and Safety settings, your child can deckde wha can
react to their videos, who tan comment, and wha tan

! messages. We n
these settings so only their friends can interact with their
pasts.

( USE THE‘DIGITAL
WELLBEING'SETTING

W yaure concermed abost how long your child is s ndm
o TikTok,  ha & setting called Dgitsl Wellbeing which
allws you te manage the amount of serasn ties ,u..r
child can have. We also advise that you turs off pish
netifications in the settings to prevent your child from
receiving 'spam-like’ notifications from TikTok that
encourage users to go on the app.

DISCUSS IN-APP
PURCHASES

Tor lermer the risk of your child making accidental in-ap
purchazes, teach them auactly what in-3pp purchases are
and the risks of making them without permission, Tell
them that they are not essential to enjoy the app and that
if thary want to make a purchase, they should always ask
you baforshand. In the app's 'Digital Wallbe ing’ feature,
there is the option to disable the function of purchasing
ecing and sending gifts,

' REPORTIN;ll\nPPR(:)PRII’(I'E1
CONTENT

o or yawr child sees something in n
TikTak pou da Ragup an account, vidde, commant or chat

apprapriate o

by simply & “Repost’ In the app's ‘Digital Wellbeing'
Taature, thara3 als an-Enhancad Restricted Mode!,

limiting appearance of videos which may be inappropriate.

USE A PRIVATE ACCOUNT

Setting up a private account means that only people who
u and yowr child approve of can see their creations. To
make an acsount private, tap the three dots st the top right
of the screen o access settings. Click Privacy and Safery’
Seroll down until you fin A" rd B this
‘satting on,

SIGNING UP WITHTHE
CORRECT AGE

When signing up, users are prompted (o input 8 their date
of birth, I the Inpustted date of Birth means your child i

30 awpiain L Users can also follow the account @tiktoktips, Tik Tok's
for a reason; to kes cps:um protected from nnIIM ganqr:rs it official account fronted by established TikT,
Isactually possible to watch TikTok widecs without creating offers useful onlne safety tips for prom

M

5 withoa
L an account, wmahuumrour(hlla ifunder 13, hasn't platierm, rather than kiding infarmatian in FAQs.

www.nationalonlinesafety.com

Twitter - @natonlinesafety  Facebook - /NationalOnlineSafety




t Mational Online Safety we believe in empowering parents, carers & trusted adults with the information they need to hold an informed conversation abowt anline safety with their children, shaubd the
vel it s meeded. This guide focuses on ane platform of many which we believe trasted adubts should be aware of. Please visit werw.nationalenlinesafety.com for further guides, hints & tips for adult

£ YouTube

'ouTube is an online platform - owned
by Goagle -where anyone can upload &
watch video content. All different types of
information, advice & entertainment are
uploaded & billions of people tune in to
watch, rate & comment on it. As a parent,
it's important you understand exactly what
contentyour children might be seeing.

OWhat paren(s need fo

OUTUBE

INAPPROPRIATE CONTENT _

EASY TO ACCESS

Ay child with a Geall account can siga inte
YouTube B stcess videos. Same content Is
flagged ‘age-restricted:, but the platform
ralies on self.werification, meaning kids can
get arsund the mles with & fake date of birth,
Thiz could enable sccess to valgar, vialent &
dangorous wideas.

YOUTUBE SUGGESTS
RELATED CONTENT

YouTuba will often ‘auto play

widwas baisd on yaus child's viewing
habits. Theaim is to show refated &
approgriate content. But the problem
iz t's passibibe yaus child will ba
exposed ta inappropriste content
that ksn't accarately related.

National

Online

Safety”
HWakeUpWednesday

.nationalonlinesafety.com

USERS CAN PRIVATELY
CONTACT YOUR CHILD

Whan yeur chibd is sigmed-in te YouTubs
wwith their Gmabl accaiant, there are
warious ways they can send & receive
messages. This could ba via the
messages icon, o via the ‘About’ tab,
There is scope here for users whe your
child doss not know to make contact,

‘CHALLENGE VIDEOS'
CAN GO TOO FAR

Challangs vidias rofar ta a stumt you're
encouraged to recreate & film, Many
challenge videos can be harmbess & for
a good causs, ke the |ce Buckst
Challinge. Bisl same are dangerais &
even life threatening, such as the Bird
EBox Challenge

EST.
& REST R
L7

O Tips 1o Irofect ©
©@ Your Child ©

APPLY ‘RESTRICTED MODE’

Rastrictad h ¥ wideos
From your childran. 1t es YouTube's swn sutomated system &
Fanks ot what ather users flag a1 inappropriste comtent. It must
be enabled seitings menu on dividual device.

CHANGE WHO CAN SEE VIDEOS

Wau can change who can view your child™s content In the
settings. Options include Public lavallable to sll), Private

only avallable to people you share itwith & cannat ba

shased] ar Unkistad (availabie 1o poophe yeu thare it with

& can bee shared further) [ )

BLOCK CONCERNING USERS

Te ol protect your child from cybes-bullios, harassmant or
persistent oMensive comments, you can 'Block” individual
wzers, Doing so hides your child's videos from the user &
stops the wsar baing abde contact your child Inany way.

CUSTOMISE THEIR EXPERIENCE

Influance & comtrol what yous child watchos using features
wuch a5 Playlists [your videos play cantinuusly rather than
whileos YouTube recommends) & Subscriptions {you chosse

ik i | H'sal & auto
play by Eog gling th biuse Bisttan alomgsisa the “Up et titls
when viswing & vides,

CREATE A ‘FAMILY"
GOOGLE ACCOUNT

Create a Googhe sccasnt to be used by

tha wholo famiky. This will allow you to

moniter exactiy what your child is watching, gy
uploading & sharing. Plus, your child's

WouTube page will display their recently

watched videos, searches, recammended

wideos & suggested channals. o,y

GET YOUR OWN ACCOUNT

Create your own accoumt 50 you cam exphore faatures yoursef.
Laarn haw to flag inappropriate videos, how o moderate
comments & how to black users. This will help you leel mare
confident when providing advice & guidance to your children.

BE MINDFUL OF
CYBERBULLYING

Once pour child has posted a video, a

worldwids audience can see It, Strangers

may chogse to comment on the video, both
h

SHARING VIDEOS RISKS
YOUR CHILD’S PRIVACY

¥ your child has a Google account, they
cam upload their swn vidoos. Ta do this,
fhiy mest ereate & persanal profile phge
Eknown as a“YouTube Channel’, The videos
uploaded hers can be wiewed, commented
an & sharad by anys
child's privacy al

. This eould put your

Mee[ our exper],

Pute Badh is & writer with over 10+
years In resarch and analysis. Warking
within a specialist area far West
Yarkshire Police, Pate has contributed
wark which has been plustsl n
susccosshully winning high profilo casas
10 caisrt as will a5 writhng as & subject
matter eapert for industry handbasks,

Twitter - @natonlinesafety

E£oammants & any athar intoractions yeus chikd
s making through the platform,

GET TO KNOW POPULAR
CHANNELS

Ft's geod te know wiich channels are most pepular with your
childran. Sans of the most popalar channels fght now are:
PewDiePie. NigaHiga, Zoells, K51, JennsMarbies, Markiplier,
Smaesh, Thatcherioe & Casper Loa.

DON'T ASSUME YOUR
CHILDIS TOO YOUNG

YeuiTuba Kids are g
the chosen viewing platforms for children
batween the ages of 315 & it's likeby this trend
will sndy increase. It's also possible children will
become famillar with the plattorm at a younger &
younger age. So it's important to understand the
positives & nogathves of the platform.

=

Facebook - [NationalOnlineSafety

Wsers of this guide de 50 at their own discretion. Mo liabality bs entered into. Current as of the date of release: 10.04.2019
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= Conversatlion starters =
’- ;: For parents and carers:

&% ONLINE CONTENT ir

Trying to start a conversation about enline salety with children can be a daunting task. There are many reasons why children may not want to talk to
adults about it. One might be that they don't think you'll understand or that you won't know how to help if they came to you with an online problem.
It can also be hard to start a conversation about something that you might have limited knowledge about. However, with screen time increasing
during the lockdown, it's important now more than ever, to be talking to children about what they are accessing online.

ASK THEIR MOTIVATION (9l MAKE TIME TO LISTEN

SOMATITES IS Say 10 SIEEMS W HPow | i Whan chall £ar't Wit 42 bedll yoa) Abou thair new game, ey
e mﬁwﬂwhw muﬁn-ﬁmn-yw.u»?:nmuaumumm“-ﬂ
\ sy bor un to drift o onta othar things which b
Howiver by to stay invched and ask them mare

it 5an el advising tham questions you atk, the mers you can Bnd eyl If you
an how bo use it sadely and help you discuss the pros and con. Mm-rnlnnhwmmubnn 1t again i the Riture.

Bl CULTIVATE A BLAME FREE CULTURE 7] ASKTHEMTO BE THE TEACHER

an inberest in what children
makes mml-dmmmmn_.mumm mrd.l'ﬁn..qmqum e

Rd!kw.nkwalmﬂhtymdﬂdqlbhh(mbyeuﬂdll
1 unelerstand what el and why and

43000 Yo 0 g f Spupiiing
future concems.

’mn b thaat your child’s school has sent out 2 mes
liree nsmiser o1 0 reming chilren o wss the CEOP
ih wmum at whaoal.
1d thay uie the Chaldline mumer When wauld ey nesd L ue the
c:m»«mrmm-mﬁmmmmmmm the school
that they sent out a
e g bt 4 aerfzeca wh.at therg e bl 8 sohosl.

4 9 ASKABOUTTHE RISKS

Making children what thelr response i o news stories siound online ‘what online risis are and will anplain
salety can be  Fou enampe. there has been s recent survey uuhw W by tell
anel mm“‘m e tatforms. What de . c:thﬂrlnkdh.mm'
nk .5."'" i -'pu Somtimaes It ;.

e

umnmwlwhwm llh-o-mink.

Meet our expert

s a praciising Ordine Satety Lead and serior school




At Maticnal Onlina Safety we believe in smpewaring parents, carers snd truited sdults with the infarmation they need to hald an informed conversation about onling satety with theis childien, sheld they
feal it it naecled. This guide focusas en one plstionm of mary which we believe trusted aduits thould be sware oi. PFleats visit sam nationabonlinessfety zom for hisrther guides, hints and tips for adult

g hands, it could | ntity theft, bank frasd or somethin T Sin ch
of that Lis d when i comes to the personal data of o n, when |

rta

. What paren{s need to know about B —‘
" PROTECTING &

® 1O PERSONAL DATA®"~

EVERY DETAIL IS KEY SOCIAL MEDIA VISIBILITY - '. DANGEROUS GAMES .

= J ===

IMPOSTERS AND PHISHING ATTACKS q THE RISKS OF PASSWORD SHARING G an
ap J

@ Y -
%\ Clnlllr‘i.::.:mlI G . .

Safety’ Safety Tips for Parents & Carers

»
HWakeUpWednesdag o @ e o ¢ &
LOOK OUT FOR LEAKS .’-r. KEEP DATA GUARDED B OVERSHARE ON 50C1A
Nl'an -n’ll‘rwﬂmwﬁqﬂl-r. e b “wmmhmrmlﬁ\"m
st place. For sxample, Bullgusrd ey erhertey NMMM )
in th i
Premium m d:'l.-unlhtiwm'f th :zoﬂﬁdrlﬂbﬂﬁ All af this can be
“’"?"”.:mm‘"m“ - m“hmmn
i weridds you el alerts st 1 oling
S detai ‘“1“ Ehemm nmni-lh-tqu ru B r-ﬂumull:."l.mnum
mmmmdnmm it voes mhﬂwmhﬂwhlm\i caution with wcal media posty
high-risk vites. yor chilidren
BEWARY OF SHARED NETWORKS/SYSTEMS ‘ PLAY SAFE IN ONLINE GAMES ..
Awoid ertering data into & web browser when AT
mulunﬂhnammmmw At the et ol ‘
dh — @ oot ! - " their i
natwork. especial IM“MII!_H“M.IN /' Q "‘Ml’d"" U add
pasiword 5. Hresdy with ¢ wu«wl?m ) it lovew e -
T T L P R e
ok, {04 exampbe, o3 11 very saiy for & browser to save logins [ TR— mnmb-&_ﬁmmmn
Uhat Cimild b wiaid by Otheses.

e} . 0° _@°°
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AGUIDE ON HOWNOTTOBEA

It's not always easy to tell if you've been spending too much time on dIIthbhu,
mmﬁ,w‘:ﬂulinﬁm“mﬂnm“u ,::vu-qnd and switching between
gn.u'nunhommltss.l'lmnlrmmﬂmnnmmdehmm.MmHhan
indicator of an addictive habit. It's important therefore that you try and manage your screen time as much as
Mlndmmldbmmhﬂmmbh'

TAKE CARE 0¢ rlll inm BE PRESENT, NOT A Z0MBIE SCREEN-FREE BEDROOMS

It can be check st athe
mmmmnmmmmmn

This ean mhl-lhp-u
sheep and a lack of foous the next \

day. Try to keep your phone out of

Z0MBIE-FREE MEALTIMES

b sm0n s 5 g
mmmm«-mmum
a3 you sat your food. But it can also maan that
you'ra not interacting with others, sharing jokes.
at tha dinnar table or just talking about your day.
Keap maaltimas for family tima.
[Eating your food and
staring at a screen maans

you're turning into a
zomiie.

~ . B ot %L

SAVE YOUR PIIEITSI UN-ZOMBIFY YOURSELF

lmmmmmm-m
w it's never too late to
ﬂ““‘wﬁ_ﬂlm-ﬂ

knapln
Wﬁm

or uncovering
dhmmﬁmynﬁ.-ﬁu.#i,b

decld

you've had enough, not your device.

o .. .
eet our expert N AN :
wter Badh i3 content specialist with over 10+ ysars in " ‘ \ i
e ] b )
e =5 Sqfety

ing high profile court cases and uriting as &

e e o e #WakeUpWednesday

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook- /NationalOnlineSafety  Instag - @nationalonlinesafety
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Children are using smart devices from a much younger age than ever before, It's why it's essential we talk to our
children about how to use them safely. There are so many positive benefits to the new technology at our disposal
these days - however there are plenty of downsides too. As a parent, it's important you understand these risks and
how you can take steps to protect your family against them.

2 %

o

PROTECTING ANDROID DEVICES

Yoo cam set up restricted users on Android tablets through

a Google account. Dpen the settings mena (leok for a cog

ican] and selet the ‘Users’ option. Here you can add a new
31

.

PUT YOURSELF
IN CONTROL

Maks use of the parental control
settings available to pou, With mast.
devices, you're able to change the
settings to control the content yous
child has access to. This isn't dificult
wd’.nﬂﬂvh!nﬁﬂlﬂﬁm

After se d and
mznwhm applicatians you Want to restrict acezss ta. On
an Android smartphans t's similar, but fiest salect Parental

I Cantrals’ in the play store.

PROTECTING APPLE DEVICES

For Apple devices,
‘Ganeral” thera is

MAKE SEARCHING MUCH SAFER

Mast search engines, such a3 Google, Bing or Yahoo, heve
a“safe search’ setting. You should activate this. Otherwise,
15 autramm ey easy for 3 seamingly harmbess search an the
Irster neet o retiarn unespected and inappropriate results,
Bepending am the browser you're using, go to the seitings
and search for ‘sate search. Make suro you save the changs so
it clufnubts wach timse you open th Browser. This will seriousty
reduce the chances of your child being exposed to something
they shouldm't be.

THINK ABOUT ALL YOUR
SMART DEVICES

A5 well as tablets and smartphanes, you

ink about any device in p y
commected o the Internet: s games console,
amodia hub, or a parsenal computer. In sach
case you can usually find parental contrels in
the settings. Think carefully sbout how much
access youwant to allow your child, especlally
| =hon it camas to aecassing the Intornat.

m.mnunwnmw-
code on certain devices, you can
make sure your child can enly access
it when you allow it

g

Here you can
child's

®e
we N

rJ

National

>

9 Top Tips o (31 Smant About

children's devices

#WakeUpWednesday

-~
DON’'T LET PEOPLE SEE

WHERE YOU ARE

Location ful for seeing your child is, but it
also provides the opportunity for athers to locate your child too. For
safoty, it's a good dea to disable lecation software on all devices o
et turn % of when it's nat requaired, Alia, be mindful of s pecific
apps that record running routes or locations where your child
might be playing a game. Talk to your child about why these can be
dangerous and haw 1o turn the sotting om and o as required.

REGULARLY CHECK SOCIAL
MEDIA SETTINGS

alkaw yoiar child
da

1

Mﬂm-

v
you'r sbibuis atcwes thalk proflie and petvacy srtiings aed
. Thet meedia
making it
wery obvious to the user, such as FHII!ME‘: I.lrnd-nlnl
ol facial recognition soltwara.

KEEP A CHECK ON SCREEN TIME
mmphrunll‘h aritically |-pnm.: .....'.';2:"....“,

WATCH QUT FOR
FAKE PROFILES

Sadly, soclal media presents an enarmous
oppartunity ler the Bkes of pasdaphiles
to setup fake profiles and interact with
children. Keep a track of the people your
child interacts with on seckal media and

i you de net recagnise a user as & friend,
consider blocking them,

h"lml]lﬂl
1 '?u.'.'i'....u all

which you can find in the settings of certain devices.

Meet our exper{,

Emma Davis was a secondary schoal

Computer Sclence teacher fior more than
decade. Since leaving education, she has

been working in a cyber security firm
dellvering cyber awarenass tralning to
businesses and carrying out network

testing. She is a mother of a five-year-old,
sha's had vast uurhn(o of cunlmlln!

and

services and use apps.

eg nd Child Health
suggests it's mare impartant to consider the ‘cantext and
comtent” of what the screen is being used for. S, it is halpful
to put limits on devices wiing ‘Guided Access’ functions,

Users of this gusde do 30 at their own discretion, Mo labdlity is entered into, Current as of the date of release: 10.04.2019




